MHAHHCTEPCTBO H®POBOTO PAIBUTHA
BJIAAAMHPCKON OBJIACTH

[IPHKA3

LT ALY Ne 442

MHHHCTEPCTRO
UHOPOSOrD PA3BHTY

06 ymseporcoenuu ghopm 00KyMeHmos,
BIAAMMKEPCKOR o5 nacTH

NPUMEHAEMBIX NPU 83AUMOOeUCmEuU
6 cghepe UCNONB306AHUA 20CYOADCMEEHHOTI SAPETHCTPHPOBAKO
ungopmayuonroli cucmemvl «Komnnexcnas B PEECTPE “#.~0f 2024

cucmema Braoumupckoii obracmuy HOMEP  TOGYRAPCTBEHHORA
I PETHCTPALUNH b Y P -OKY-00Y .

B ' cooTBeTcTBMHM ¢ TpHKa3oM MHHHCTEpCTBA LH(POBOrO  pa3BUTHUA
Bnagumupckoit  obmacty ot . 18.08.2023 Ne 108 «O rocymapcTBeHHOM

. unbopmanuoHHol cucreme KommekcHas cuctemMa Bnamumupckod o6imacTi»

NpUKa3bIBalo:

1. YTtBepaurs:

1.1  ¢opmy cornamenus o6 MHGOPMALMOHHOM B3aUMOAEHCTBHH B cepe
HCIIOB30BaHMA TOCYAApPCTBEHHOH HH(pOpMaMoRHOH cuctembl «KoMruiekcHas
cucreMa Brnagumupckoi 0611’a6m» COTJIACHO NPUIIOKEHHIO Ne 1;

1.2 dopMy 3asBKH Ha IpEIOCTaBIEHHE (nperameHﬁe) JI0CTyma
K rocyfapcTBeHHOH — uH(opMaumoHHod — cucreme  «KommekcHas — cucTeMa
BiauMHUpCKOi 061acTH» COINacHO MPUIOXKeHUro No 2; |

1.3 dopmy 3asBKku s MOJKIIOYEHHS K (QYHKIMOHAIY B3aMMOJCHCTBHA
C TOCY1apCTBEHHOM “HGOPMaIHOHHOH CHCTEMOM o rocynapCTB'eHﬁBm
U MYHHIUTAIBHBIX IIaTexax v UCII0JIb30BAHHEM rocy1apCTBeHHOM

uH(pOPMAIHOHHOH cucTeMbl «KoMIulekcHas cHcTeMa BiaguMHpCKoOd 00/1acTH»

COITIACHO MPUIIOkKEHHIO Ne 3;

2

1.4 HMHCTPYKIHIO IO B3aMMOJEHCTBHIO yYacTHHKOB, OIEpaTopa U CITyXKOBI
TeXHHYECKOH  MOINEep)KKM  TOCYIapCTBEHHOH  MH(OPMALHOHHOH  CHCTEMBI

«KomruiekcHas cuctema Braaaumupckon 00J1aCTH» COTNIACHO IIPUIIOKEHHIO Ne 4;



2

1.5 MeTomuyecKHe peKOMEHAALUUH IO MOIKIIOYEHHIO K rocyJapCTBEHHOH
uHpopMaimonHoii cucreMe «KoMmIuiekcHas cuctema BnanuMupckoit oGmacTu»

COIJIaCHO MpUIIoKeHUIo Ne 5.

2. KoHTpons 3a HCIIOJIHEHHEM  HACTOALIET0  IpHKa3sa  OCTaBIIAIO
3a co0oH.

¥ Hacrosmuii mnprka3 BCTymaeT B CHIY CO JHS €ro O(HIMaIbHOIO
ommyOIMKOBaHUSI.

Ons

MHuHHUCTP L(PPOBOTO Pa3BHT 19 7oKy MEHTOR

Bnagumupckoii obnactu A.M.benoycos




ITpunoxenue Ne 1

K nipukazy MuHuCTEpCTBa

UG POBOro pa3BUTHA

Bragumupckoit obnactu
OT 77 LE ALY Ne 4-4

COIVIAILEHUE
OB NTHO®OPMALIMIOHHOM B3AMMOJIEVMCTBUU B COEPE UCITOJIB30BAHMS
IOCYJAPCTBEHHOM MTHOOPMALIMOHHOM CUCTEMBI «KOMIUIEKCHAS
CHUCTEMA BJIAJUMHUPCKOM OBJIACTU

r. Bnagumup « » 20 r

MununcrepcTBo  mudpoBoro pasBuTHA BrnaguMupckoil o6nacTH, HMeHyeMoe

B nanpHedeM «Oneparopy, B nuie MunncTpa nudposoro pazsutus BiaaguMupckoi
obmactu benoycoBa Anexcangpa MuxaisioBuya, HeHCTBYIOIIEr0 Ha OCHOBaHHU
[Tonoxxenus o MuHucTepcTBe LMGPOBOrO pa3BUTHs BiaguMupckoii  obnactu
yTBepXkIeHHOro  mocraHosieHueM  IlpaButensctBa  Bnagumupckoit — oGnactu
or 20.06.2023 Ne 425 ¢ ogHOlH CTOPOHEI, H ,
UMEHYeMBIH B JanbHedIeM  «YYacTHHK  B3aUMOIOEHCTBHSA», B  JIHIE
, JCHCTBYIOIIMH Ha  OCHOBaHUM

, C JIpyroi CTOpOHBEI, COBMECTHO HMEHyeMble «YYaCTHHKH
MH(}OPMALMOHHOTO B3aMMOJEHCTBHUSN», B LE/SIX HH(OPMALMOHHOTO B3aUMOJEHCTBUS
C IOHPOKHM Kpyrom mnorpeburenedi 3a c4yeT (OPMHUPOBAHHA paclpeneseHHOM
MH(GOPMaIMOHHO-TEJIEKOMMYHHKAI[HOHHOW CHCTEMBI CO3[aHHUs, JOCTyna, o0paboTKu
U XpaHEHHs JaHHBIX C UCIIOIL30BAHUEM IOCYAapCTBEHHON MHGOPMALMOHHON CHCTEMBI
«KommuiekcHas cucrema Bnagumupckoit obnactu» (manee - TMC KCBO) 3akmounin

HacTosee CornameHue o HHXXCCIICOYIOILEM.

1. Ilpeamer cornamenus

1.1. IlpeaqmeroM Hactosiiero CoralueHus SBIsSETCS OnpeaeeHre Y YaCcTHUKAMHU
UH(GOPMALIMOHHOIO  B3aWMOJAEHCTBHS  B3aMMHBIX  @paB MW OO0S3aHHOCTEM
IpH B3aUMOJESHCTBHM Ui oOpraHu3zalMH cOopa, XpaHeHHS, 00pabOTKH, aHaIH3a,
HCIIONb30BaHus, obecneueHuss 0e30MaCHOCTH XpaHEHHs, NPENOCTaBIEHHS JaHHBIX

¢ ucrnionsizosanueMm | UIC KCBO.

2. IIpaBa u 00sA3aHHOCTH YYaCTHHKOB
HH()OPMALIHOHHOTO B3aHMOJEHCTBUS

2.1. B pamkax Hactosmero CornameHuss Y4acTHHK B3aUMOJECHCTBHSI 00s3yeTcs:
- Ha3Ha4uTh OTBeTCTBeHHBIX UL 1 pabotel B | UC KCBO,;
- obecrieuruBaTh CO CBOEH CTOPOHBI COXPAHHOCTE H KOH(HIEHIIMAIFHOCTh yUETHBIX

naHHbIX apropusoBanHoro aoctymna k [T MMIC KCBO;
- HECTH OTBETCTBEHHOCTH 3a JIOCTOBEPHOCTE U aKTyanbHOCTE uH(popmaruu B [HIC

KCBO;



- B TeyeHHe | nHs npoBoauTh akryanusamuio vHpopmanun 8 [ UIC KCBO no mepe
ee U3MEHEHHS;

- 0becrne4nBaTh HH(HOPMALHOHHYIO 6€30MacHOCTh aBTOMAaTH3HPOBAHHBIX PabodHX
MECT OTBETCTBEHHBIX JHL Ipu nonkmodeHud K [MC KCBO B cooTBeTCTBHH
¢ TpeOOBaHUSIMH;

- HE NPOM3BOJHUTH ACHUCTBHUSA, HAIpABICHHBIE HAa HapylleHHWe HWH(POPMALHOHHOM
6e3onacHoctu 'MIC KCBO;

- B TedeHue 1 qus coobmark Oneparopy o c6osx u HapyleHusx B pabore [YIC
KCBO, xotopsie MoryT noBne4s HeBO3MOXHOCTH ucnoip3oBanus I IC KCBO, a taxxke
0 HapylleHHsX HHpopMaunoHHo# 6e3omacuoctr ' IC KCBO.

2.2. B pamkax Hactosmero Cornamenust Oneparop o6s3yercs:

- obecnieunBath NpH HHGOPMAILIMOHHOM B3aUMOIEHCTBUH CTPOroe COOMIOmEHHe
YCTaHOBJICHHOTO TIOpsJKa JOCTynla K HMH(pOpMalMd COINIACHO TpeGOBaHHAM,
yCTaHOBIIEHHBIM 3aKoHozarelbeTBoM Pocculickoit @enepanuu;

- obecrnie4ynBaTh Y4acTHUKY B3aMMOJICHCTBHUS METOAMYECKYIO
M KOHCYNBTallHOHHYIO IOANEP)KKY II0 BONPOCAM MCIONB30BaHUS (YHKIHOHAIBHBIX
BosMoxHoctei [ IC KCBO.

2.3. B pamkax HacTosuiero CoralieHuss Y4YacTHUK B3aUMOJIEHCTBHS BIIpaBe:

- moimy4ats goctyn k ¢pyHkipoHany ['TMC KCBO B cOOTBETCTBHY C ITOJTHOMOYHSIMH
YuyacTHHKa B3aMMOJAEHCTBHS W JEHCTBYIOUIUM 3aKOHOIATENECTBOM Poccuiickoii
®enepannu u Bragumupckoii obnacry;

- obpamarsca k Oneparopy ¢ npeaaoXkeHussMH 00 ynyumernn ¢pyHkiuonana 'UC
KCBO, a rtakke no noBbllIeHHIO 3(P(PEKTUBHOCTH IPOIECCOB HH(DOPMAIHOHHOTO
B3aUMOJICHCTBUS YYaCTHUKOB HHPOPMAIMOHHOTO B3aHMO/IEHCTBHUS;

- IoJyd4aTh €O CTOpoHBl Oreparopa METOAHYECKYKd) H KOHCYJIBTALIHOHHYIO
noaaepxxky no pa6ore ¢ 'MC KCBO.

2.4. B pamkax Hactosmero Cornamenus Oneparop BIpase:

- TpeboBaTh OT Y4acTHHKA B3aMMOAECHCTBUSA COOMIONEHHS YyCIOBUI HACTOSLIETO

CornaieHus;
- OCYIIECTBISITh KOHTPOIb HesATeJbHOCTH YuacTHHKa B3aumoneidictBus B ['MC

KCBO.

2.5. Ilpu 3aK/Ir0ueHUH COMIAlIeHHs] C YYaCTHUKOM B3aUMOJEHCTBHS, HMEIOLIETO
CTPYKTYpHBIE M IIOJBEIOMCTBeHHBIe yupexzaeHus wucnonsdyromux [MC KCBO
yKa3bIBalOTCA B paszaene 7 Hactodwero Comaluenus.

3. OTBETCTBEHHOCTE

3.1. YyacTHHKH HH(OPMALMOHHOIO B3aUMOAEHCTBHUA HECYT OTBETCTBEHHOCTb
3a HEHCITOJIHEHHE WM HeHaJIexKallee UCIIOJIHEHHE CBOMX 00543aTeNIbCTB B COOTBETCTBUHU
¢ 3aKoHOJaTrensCcTBOM Poccuiickoit @enepauuu u HacTosmmuM CorlalleHUEM.

3.2. Onepatop He HeceT OTBETCTBEHHOCTH 3a!
- HecoOmroneHHe Y4YacTHHKOM B3aUMOJEHCTBHS TpeOOBaHUN I10 3allHTe

HH)OpPMAIlMM  aBTOMAaTH3MPOBAaHHBIX  pabo4Mx  MECT  OTBETCTBEHHBIX  JIAII

npu noxakaroueHny k I'YIC KCBO;
- JIOCTOBEPHOCTh ¥ AaKTYaJbHOCTH WHQOpMAallMM, pa3MellaeMOd YYacTHHKOM



B3aumopeiicteus npu padore B 'MIC KCBO;

- Ka4eCTBO M CpPOKHM MpPeJOCTaBIeHHs MHGOPMALHUH, IPeIOCTABIIEMON
Y4acTHUKOM B3aUMOJIEHCTBHS;

- aBapuH, cOox uaM mepebou B OOCIY)KMBaHHH, CBA3aHHBIE C HApYIIEHHAMH
B paboTe 000py10BaHHA, CHCTEM ITOAAYH EKTPOIHEPI U H/UITH THHKHN CBSI3H MU CeTel,
KOTOpBle 00€eCIeynBaroTCs, MOAAOTCS, OSKCIUTYaTHPYIOTCS H/WIH OOCIYy)KHBAKOTCA
TPeTbUMH JIUIAMH;

- ylep0, IoHeCeHHbIH Y 4aCTHUKOM B3aHMO/ICHCTBHUS B pe3yJIbTaTe HApPyIIEHU HM
ycioBuil HacTosmero CornameHus.

3.3. YuacTHUKY HHGOPMALMOHHOIO B3aUMOIEHCTBYS, B ClIy4ae HEBO3MOXKHOCTH
UCIIOJIHEHHA CBOMX 00s3aTelbCTB 110  IIPUYMHE HACTYIUIEHHUS OOCTOSTENLCTB
HETIPEOIOIMMON CHIIBI, TOJDKHBI B KOPOTKHE CPOKH, HO He mo3faHee 7 (ceMH) IHEid,
U3BECTHUTH [Pyryde CTOPOHBI O HACTYINIEHHH TaKUX 0OCTOSATENBCTB.

3.4. Hcnonnenwe o00s3aTeNbCTB  BO30OHOBISAETCS  HEMEJIEHHO  IIOCIe
HpeKpaleHus JeHCTBUS 00CTOATENECTB HEMPEOIOIUMOM CHITBI.

4. Cpok nericteus CornameHus

4.1. Hacrosmee CornameHnue BCTYIaeT B CHIYy C MOMEHTa €ro IOANHCaHHA
1 JIelicTByeT OeCCpOYHO, TOKa OIMH U3 Y YaCTHUKOB MH(OPMALIMOHHOIO B3aUMOACHCTBHSA
He 3afBHT O JKEJaHWHM IIPEeKpaTUTh ero JeicTBue. YYacTHUK HH(OPMALHOHHOIO
B3aUMOJICHCTBHUS, H3BABUBIINI JKelTaHHe pacTOpPrHyTh Hacrosuee CormameHue,
YBEIOMJISET IPYTYIO CTOPOHY B MACEMEHHOM BUze 3a 30 (TpHALAaTh) KaleHIapHBIX JHEH
JI0 TIpejirmoaraeMoi natel pactopxxeHus CornameHus.

5. Pa3pelueHue cnopoB ¥ pa3HOITIACHH

5.1 Cmopsl ® pasHoriacus MeXIy YYacTHHKaMd HH(OPMAIMOHHOIO
B3aMMO/ICHCTBHA, BO3HHUKAIONIHE TPH TONKOBaHMHM U peanusauuu CornameHus,
pelmIaloTcs  MyTeM  [EeperoBOpOB M KOHCYIbTallMd — Mexay — Y4YacTHHKaMH

HHGOPMALIMOHHOTO B3aUMOZECHCTBHS.

6. 3aKIHO4YUTENIbHBIE [TONOXKEHHUI

6.1. Bce pomonHeHus W U3MeHEHHWS, NPUHUMAaeMble ¥ BHOCHMBIE B HAcTOALIEE
Cornamenue, oQOPMIAIOTCS [yTeM 3aKIIOYeHHs JIOTONHHUTENBHBIX —COMNAIICHUH
B MHCHMEHHOH (hopMe, KOTOpEIe TI0CIIe MOANUCAHUS CTAHOBATCS HEOTBEMIIEMOH YacThIO

Hacrtosero CornameHus.
6.2. Hacrosmee CormameHue B COOTBETCTBHH C IyHKTOM 2 crartbu 423

['paxaanckoro Konekca Poccuiickoit ®enepanuy ABIAETCH GE3BO3ME3IHBIM, TO €CTh
ycoyrd, — mpejocraBiseMble 1o HactosimieMmy — CoraileHHIO,  OKa3BIBAIOTCH
6e3 MoJTyYEeHHs IUIaThl WM MHOTO BCTPEYHOTO MPEA0CTABICHHS.

6.3. Hacrosmee CornameHue COCTAaBIE€HO B JABYX 3K3eMIUIIpax, HMEIHX
O/IMHAKOBYI0 OPHMYECKYI0 CHIy, [O OHOMY [Vl K&XJOro M3 YYacTHHKOB
WH()OPMAIIMOHHOTO B3aUMOEHCTBHS.



7. Y4acTHUKM B3aMMOIEHCTBUS, SBISIOIMECS CTPYKTYPHBIMHU HITH
TIOIBEIOMCTBEHHBIMHU YUPEXKIEHUAMHU

7.1. B opanHoM pasjene yKashIBalOTCS HAaMMEHOBAHMSl  CTPYKTYPHBIX
WM TOBEJOMCTBEHHBIX YUYAaCTHHKY B3aMMONEHCTBHA YUPEKICHHUH, HCIIONB3YIOMHX

I'MC KCBO. ‘
7.2. DUO oTBETCTBEHHOTO.

8. PeKBU3UTHI M TIOAMTUCH CTOPOH

Omneparop: Y4acTHHK B3aHMOEHCTBHS:

MunucTepcTBo LU(POBOro pa3BUTHS HaumenoBaHnue:
Brnagumupckoii obnactu

IOpunnveckuit agpec: KOpunnyeckuii anpec:
600005, r. Bnagumup, OkT0pbecKuit
MpOoCHeKT, a.21

e-mail: digital@avo.ru e-mail:
Tenedon: 8 (4922) 60-17-69 Tenedon:
Munuctp HudpoBOro pa3BUTHS JIomKHOCTB

Bnagumupckoit obnactu

A.M.benoycosB ®.1.0.
ML.IL M.IT.
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IIpunoxenue Ne 4
K nnpukazy MuHucrepcTBa
LU (PPOBOTrO pa3BUTHS

Bnagumupckoit obnactu
OT 77 X7 ALY No #-4

MHCTpyKUKs N0 B3aMMOJIGHCTBUIO YYaCTHUKOB, OIlepaTopa i CILYKOBI
TEXHIYECKOH MOJAEPKKU rOCYAapCTBEHHON HH(POPMALIHOHHON CHCTEMBI
«KomnekcHas cucreMa Brnagumupckoii o6mactm»

1. B coorsercTBuM ¢ 3akmoueHHbIMEA COTVAlIEHUSIMH HUCIIONHUTEIbHbIE
OpraHsl, IOABEAOMCTBEHHBIE UM YUPEXKICHHS, HCTIOIHUTEILHO-PACIIOPS IUTETbHEIE
OpraHel MECTHOIO caMOyIpaBieHus Biaqumupckoi 061acTu HanpaBisAOT B afpec
Omneparopa rocynapcTBeHHO# HH(POPMALIMOHHOI cucTeMbl «KOMITIEKCHAs creTeMa
Brnagumupckort obnmacta» (manee — 'MC KCBO) 3asBkM Ha IpefoCTaBieHHE
(MpekpalueHHe) JOCTyna COITIACHO YTBepskIeHHOH omnepatopoM TMIC KCBO
dopme.

2, Oneparop TMC KCBO Ha oOCHOBaHMM IONYYeHHBIX 3asBOK
OCYIIECTBJISAET perucrpauuio (yaaleHue) Moib3oBaresieil B cucTeMe H cooOIIaeT
O HOBBIX I10Jb30BaTENIAX B CIykKO0y TexHmyeckod nomuepxku I'MC KCBO pns
MOJKIIIOYEHUS] HEOOXOMUMBIX IIAGIOHOB H (YHKLHOHANA 3aperMCTPHUPOBAHHBIM
HOJIb30BATESM.

3. B cioyyae yBONbHEHHS COTPYIHHKA YYACTHHK B3aMMOJEHCTBHS
He TO03/IHee CJIeAyIomero pabodero IHS IIOCIe YBONBHEHHS COTpPY/IHHKA
HalpaBJIeT B aJipec oreparopa 3asBKy Ha npekpauienue goctyna k [ IC KCBO.

4. Cpoxku paccMOTpeHHS 3asBOK M BBIIOJHEHHS JEHCTBHA IO HUM
pernaMeHTHPYIOTCS IOCYJapCTBEHHBIM KOHTPaKTOM HAa OKa3aHHE  YCIyT
o roaxepxkke U pazsururo [ UIC KCBO.

5. ITocne peructpanuu B T'MMC KCBO none30BaTensiM HCIOIHUTENBHBIX
OpraHoB, TI0/IBEIOMCTBEHHBIX UM YUpEXIEHHH, UCTIOTHUTETBHO-
pacropsaUTEeIbHBIX OPraHOB MECTHOIO caMoyIpaBieHHs Bnagumupckoi obnactu
NOCTYIeH (YHKLUMOHAJI BXOAa C HCIOJb30BaHHMEM EJuUHOM  cHCTeMsI
UIeHTHQUKALIMU M ayTeHTH(QHKAUUH B HHPPACTPYKType, OOecreynBaromeil
HMH(OPMALHOHHO-TEXHOJIOTHIECKOe B3aMMOAEHCTBHE HH(DOPMAI[HOHHBIX CHCTEM,
HCIOJIB3YEeMBIX HJIsl IPeJOCTaBIeHHUS rOCYAapCTBEHHBIX U MYHHIUIIAIBHEBIX YCIYT

B DJIEKTPOHHOM (opme.




Ilpunoxenue Ne 5

K IIpHKa3zy MuHucTepcTBa
LU(pPOBOro pa3sBUTHS
Bnagumupckoii o6nactu
OT 7¥ 07 Al Ne -4

MeToanveckHe peKkoMeHIalHH 0 MOAKJIIOYEHHIO K TOCyAapCTBEHHO
uHpopmauuoHHok cucreme «Komnaekchas cacrema Bragumupekoii o6acra»

1. TpeboBanHsi K COCTABY OpraHH3alHOHHBIX H TEXHHYECKHX mep
no obecneveHH 0 Ge30NMacHOCTH HHGOPMALHH NPH NOAK/IIOYEHHH K roCyJapCTBeHHO
HHpopmanHonHo# cucteme «KomnaekcHas cucrema Biaagumupcekoii o6aactiy» (THC
KCBO).

Jist ocymiecTBieHus MOAKMOYeHHS K UHbopMauuoHHbIM pecypcam 'MC KCBO
Ha TIOJKII0YaeMOM aBTOMAaTH3MpOBaHHOM pabouem Mmecte (nanee — APM) nosns3oBarens,
JIOJDKHBI GBITH BBIMONHEHB! MEPONPHSTHS B COOTBETCTBHH ¢ TpeOOBAaHMAMH NpHKa3a
OCTOK Poccun or 11.02.2013 Ne 17 «O6 yrBepkaeHMH TpeOGOBaHMH O 3amuTe
MH(OpMalM¥, HEe  COCTABNAIONIEH  TOCYJapCTBEHHYW  TaliHy, cojepxareiics
B I'OCY1apCTBEHHBIX HH()OPMALIHOHHBIX CHCTEMAXY.

ITonxmouaemble k pecypcam TMC KCBO APM momns3oBarens HOJKHB UMETh
«ATTECTaT COOTBETCTBHUA» MOJTBEPIKAAIOLIU, YTO 0GBEKT COOTBETCTBYET TPeOGOBaHHIM
CTaHIApTOB WJIM HHbIE HOPMAaTHBHO-TEXHHUYECKHE JIOKYMEHThI I10 0e30IMacHOCTH
uH(opMaluH, yreepxaerausie ®CTIK Poccun.

Ha moaxmouaemoMm k pecypcam 'MC KCBO APM mnonb3oBatelns JOKHBI OBITH
YCTaHOBJIEHBI M HACTPOEHbl B COOTBETCTBUH C TpeOOBaHHAMH JKCILTYaTallHOHHOM
JNOKYMEHTalldd CpeACTBA 3allMThl HMH(QOpPMAalMM, MPOLIEAIIHEe IPOLUEAYPY OLIEHKH
COOTBETCTBHUS TpeOOBaHMAM MO Ge30MmacHOCTH HH(OPMAIMU U 00eCTIeYUBAIOIIHE:

— anTuBHpycHyro 3amuTy (IT1 «Kaspersky Endpoint Security 11.x for Windows»,
[T «Kaspersky Endpoint Security 11.x for Linux», IIC «Dr.Web Enterprise Security
Suitex);

— 3amuTy oT HecaHkKuHoHupoBaHHoro gocrymna (C3U «Secret Net Studio»; C3U
«Secret Net LSP»; Cu3H ot HCJI «Dallas Lock 8.0-K»; Cu3H1 or HCJI «Dallas Lock
Linux»);

— B3auMmozelictBue ¢ uHGopmaroHHeiME pecypcamu [ IC KCBO mno 3akpbIThIM
KaHaJlaM CBSI3H C HCIIOJIb30BAHHEM KPUIITOrpadu4ecKUX METOOB 3aIIHTEl HH(OPMALIHH.

[Ipu sTom goipkHa ObITH OOecredeHa COBMECTHUMOCTh C y)Ke (PYHKIIMOHHPYIOIUMU
B MuHucTepcTBe IIH(ppoBOro pa3BuTHA Bragumupckoi odnactu (ganee — Muniugps BO)
cpeacTBaMu Kpunrorpadudeckoi 3ammrbl wHGopManuu (manee — CK3M) ViPNet
CUSTOM (cetp ViPNet Ne 2055, ViPNet Ne 3686 xnacca KC3).

2. Hopspok peiicreuii npu noakaovennn k 'UC KCBO.

2.1 OOwee onucaHue NpoLELypBI.
Jna nopxmouenus k TMC KCBO YyacTHHK B3aMMOAEHCTBUS JOJIKEH BBITIOJIHUTH

CleyrolHe NeHCTBUS:
— 3akmounth Cornmamende o0 HHGOPMALMOHHOM B3aUMOJAEHCTBHH B cdepe

ucnoas3oBanug [ IC KCBO;
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— OpraHu30BaTh 3alIMINEHHBIM (WM(POBAaHHBIA) KaHal cBs3M or APM
nosb3oBarens k [ UC KCBO;

— YCTaHOBHTH HEOOXOIMMBIE CpEACTBA 3alQUTBl W  arrecToBats APM
Ha COOTBETCTBHE TPeOOBAHUSM 3aLIUTHI HH)OPMALIUHL

— HampaBuTk 3as8BKy B Munuu@psl BO Ha npenocrasnenue nocryna k T'MIC KCBO
B 3aBUCHMOCTH OT HEOOXOJMMOTr0 (DYHKI[HOHAIIA.

2.2 3axmouvenue Cornamrenus 06 HHGOPMAIMOHHOM B3aHMOIEHCTBHH.

HAns Havana VY4YacTHUK B3aUMOMEHCTBHA 00s3aH  3akmiounth CorvanieHue
00 HH(OPMALMOHHOM B3auMoieHcTBUH B cdepe nenonssosanus TUC KCBO mo ¢opme
cornacHo [Ipunoxennro Ne 1 k HacTosIeMy NpHKa3y.

2.3. Opranuzanus 3amuimeHHoro (mudposaHHOro) kaHama cBs3u oT APM
YuactHuka B3auMoneiicteus k ' IC KCBO

s 1MOCTpOeHMA — 3aIMINEHHOrO  KaHada CBS3H C  HCIIOJB30BaHHEM
KpUITOrpau4eCKMX METONOB 3aIUTHI HCIIOIB3YETCs POrpaMMHbIEe KOMILIEKCHI JIMHENHKH
Vipnet Custom (Vipnet Coordinator HW, «ViPNet Client 4.x» (knacca KC3).

2.4. YcraHoBKa HEOOXOMUMBIX CPEICTB 3allMTHI M arTecTanus APM Ha coOTBeTCTBHE
TpeOOBaHMSIM 3aIIUTEI HH)OPMALIUH.

Ha APM VuacTHHKOB B3aUMOAECHCTBHUS OOIXKHBI OBITH YCTaHOBJIEHEI M HACTPOEHBI
B COOTBETCTBHM C TPEOOBAaHMAMHM JKCIUIYaTALHOHHOW JOKYMEHTALUH CPEACTBA 3aLUTHI
HHQOpMalMd B COOTBETCTBHM ¢ mpexbsBiseMeivd Omepatopom I'MC KCBO
TpeOOBaHMAMM, a TaKXKe INpOBeldeHa HX aTTeCTalldsi Ha COOTBETCTBHE TPeOOBAHUIM

UH(POPMALMOHHOH 6e30MacHOCTH.
2.5. Hampasnenue 3as8kd B Munuuppsl BO Ha npenocraBnenue pocrymna k I'MIC

KCBO.

Mg nomxmouyenns k [TMC KCBO VYyacTHHK B3aMMOJEHCTBHS HampaBiseT
B Munuuppsr BO B odunmansHoM mnopsake HHGOOPMAIHOHHOE MHCBMO C 3asBKOM
Ha npenocrasienue poctyna k [MMIC KCBO no ¢opme cormacHo ITpunoxenuro Ne 2
K HacTOsIIEeMY IpHKa3y.

OTBETCTBEHHBIH 3a OPraHU3aLHI0 NAPOIbHOM OTUTHKH U IIPEAOCTaBIEHUS JOCTyIa
k 'MC KCBO (ynomaoMoueHHsIH coTpynHuk Muniudpsr BO) obpabaTtsiBaeT BXomsume
3asBKM M KOMIUIEKTHOCTb IPEAOCTAaBIEHHBIX JAaHHBIX M, B ClIy4ae IOJIOXHTEIBHOIO
pe3yJbTaTa, PErUCTPUPYET BEJOMCTBO M II0JIb30BATENIEH.

3. PexoMenayembie TpeOOBaHHSI K ABTOMATH3HPOBAHHOMY pabouemMy MecTy
I'ncC KCBO.

CPU - apxurekTypa mpoieccopa: i386 wmu 1686 ¢ wacroroit MuaumMymM 1,8 I'T'y

RAM - munumym 2 I'6;

HDD - 06seM cBo6GOgHO TuCKOBO# mamMsiTi: He MeHee 500 I'0;

OC — Windows 10 u BrlIe, Linux;

Opay3sep - Yandex Browser, Google Chrome, Mozilla Firefox akTyansHBIX BEpCHI;

nomonautensHoe I10 - CryptoPro CSP 4.0 u Beiwe;

HAJIMYHE MOJKIIOYEHUS K 3alUIIEHHOMY KaHaJy CBS3H.




